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TERMINOLOGY

Victim/survivor

A person who is subject to inappropriate or unlawful conduct10 

While ‘victim’ is a technically accurate term that is used particularly in legal 
documents and in speech, use of the term can suggest powerlessness, particularly for 
those who have experienced sexual violence, and may also encourage a focus on the 
person who has experienced the violence as opposed to the student against whom a 
complaint is made (sometimes referred to as the alleged perpetrator). 

The term ‘survivor’ is a more empowering term and is often used by campaigners 
and activists seeking to end violence and those working to support people who have 
experienced it. 

For the purposes of the literature review, ‘victim’ has been used throughout to align 
with the language most often used in the research that has informed this literature 
review. However, universities may wish to note that the term ‘survivor’ might be a 
more appropriate term to use in communications with students. Other terms used 
by universities include the reporting and responding student. This is the terminology 
that has been used by UUK in the guidance. 

Online harassment

Also referred to as: cyberaggression, cyberbullying, cyberharassment, cyberhate, 
cybervictimisation, deviant online behaviour.

The use of information and communication technologies by an individual or group 
to repeatedly cause harm to another person with relatively less power to defend 
themselves.

The terms ‘online harassment’ and ‘cyberbullying’ are often used interchangeably by 
researchers and organisations. There is, however, evidence to suggest that the term 
‘cyberbullying’ can contribute to the perception by students that it is not a behaviour 
to be taken seriously, or one that has any real moral or legal consequences. In view 
of this, UUK uses the term ‘online harassment’ to help emphasise that there are laws 
across the UK that apply to harassment whereby inappropriate behaviour online could 
constitute a criminal offence.

10 . This is taken from the definition used in the Changing the Culture report and was prepared by lawyer Dr Rachel 
Fenton, University of Exeter 

https://www.universitiesuk.ac.uk/policy-and-analysis/reports/Documents/2019/tackling-online-harassment.pdf
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but are usually supported by an immediate group of assistants and reinforcers.20, 21  

The behaviour can escalate further as a result of the response (or non-response) of 
bystanders. This wider audience of bystanders can perpetrate secondary abuse, for 
example through sharing the harassing content or by adding their own comments. 
This can further exacerbate the impact the harassing behaviour has on the victim. 

The bystanders’ lack of action to support the victim of online harassment can be 
explained in several ways. Bystanders often feel morally disengaged22, 23 from the 
behaviour they witness, and this indifference is often justified on the grounds that the 
victim in some way deserved to be treated this way24. Bystanders are perhaps trapped 
in a moral dilemma: although they understand that the behaviour is wrong, they are 
aware of their own need for security within the peer group.25 Bystanders report being 
afraid of becoming a target in turn if they challenge the bullies or defend the victim, 
and they may justify their non-action by rationalising in terms of blaming the victim26 
for not being capable of defending themselves.27 

Definitions of online harassment remain in flux    

Because online harassment is a relatively new phenomenon, there is an ongoing 
debate among researchers about how it should be defined. 

As technology develops and social networking sites continue to expand, online 
harassment continues to grow and take on many forms. Consequently, definitions 
of online harassment, and the behaviour it encompasses, are in a state of flux. This 
is exacerbated by the fact that the lines between on and offline harassment have 
become increasingly integrated among young people. For some young people, online 

20 . Salmivalli, C. (2014) Participant roles in bullying: How can peer bystanders be utilized in
interventions? Theory into Practice Vol. 53 pp. 286–292

21 . Cowie H, Myers CA (2017) Bullying at University: the social and legal contexts of cyberbullying among 
university students Journal of Cross-Cultural Psychology Vol. 48 No. 8 p. 10

22 . Cowie H, Myers CA (2019) Cyberbullying Across the Lifespan of Education: Issues and Interventions from 
School to University International Journal of Environmental Research and Public Health Vol. 16 No. 7 pp.1221–
1222

23 . Cowie H, Myers CA (2013) University students’ views on bullying from the perspective of different participant 
roles Pastoral Care in Education Vol. 31 No. 3 pp. 251–267

24. Schnauber A, Weber M, Ziegele M (2013) Blaming the Victim: The Effects of Extraversion and Information 
Disclosure on Guilt Attributions in Cyberbullying Cyberpsychology, Behavior and Social Networking Vol.16 No.4 pp. 
254–259  	

25 . Salmivalli C (2014) Participant Roles in Bullying: How can Peer Bystanders be Utilized in Interventions? Theory 
into Practice Vol. 53 pp. 286–292

26 . Purdy N, York LA (2016) Critical investigation of the nature and extent of cyberbullying in two post-primary 
schools in Northern Ireland Pastoral Care Education Vol. 34 pp. 13–23

27 . Schnauber A, Weber M, Ziegele M (2013) Blaming the Victim: The Effects of Extraversion and Information 
Disclosure on Guilt Attributions in Cyberbullying Cyberpsychology, Behavior and Social Networking Vol.16 No. 4 pp. 
254–259 
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place in the new social order, may turn to online environments to maintain contact 
with friends and establish new relationships.41 Investigations into online harassment 
have increasingly looked at the group element of bullying and the range of roles 
adopted by those involved to better understand why people engage in this behaviour.42 

The power of the peer group and wider networks needs to be better understood if 
online harassment can be tackled effectively at university level. For this reason, the 
review also explores the culture of ‘laddism’, and the incidence of online harassment 
rooted in sexist ideologies. 

The issue of ‘laddism’ in universities was also considered in UUK’s Changing the 
Culture. 

Discrimination 

Ultimately, online harassment is symptomatic of the wider issues of discriminatory 
attitudes and beliefs in society. These are often rooted in sexist, racist, xenophobic, 
homophobic, transphobic or ableist prejudices.43, 44 These perspectives and attitudes 
can influence and shape the behaviours of students (whether young or mature) 
throughout their education. If students are not given appropriate opportunities to 
challenge these prejudices, they may continue to influence students as they navigate 
their way through university life and into the workplace.45 

Groups more likely to experience online harassment 

Online harassment can happen to anyone, with close to half of internet users in the 
UK saying that they have seen hateful content online in the past year.46 However, 
evidence also shows that certain groups are more likely to experience online 
harassment than others or are more likely to experience more severe impacts because 
of online harassment.

41 . Thurber CA, Walton EA (2012) Homesickness and adjustment in university students. Journal of American 
College Health Vol. 60 pp. 415–441

42 . Salmivalli C (2014) Participant Roles in Bullying: How can Peer Bystanders be Utilized in Interventions? Theory 
into Practice Vol. 53 pp. 286–292

43 . Cowie H, Myers CA (2017) Bullying at University: The Social and Legal Contexts of Cyberbullying Among 
University Students Journal of Cross-Cultural Psychology Vol. 48 No. 8 pp. 1172–1182	

44 . De Martini A, Shariff S (2016) Cyberbullying and Rape Culture in Universities: Defining the Legal Lines 
between Fun and Intentional Harm. Cowie H, Myers CA (Eds.) Bullying among University Students pp. 172–190

45 . ibid

46 . OFCOM (2018) Adult’s Media Use and Attitudes Report p. 10

 

https://www.universitiesuk.ac.uk/policy-and-analysis/reports/Pages/changing-the-culture-final-report.aspx
https://www.universitiesuk.ac.uk/policy-and-analysis/reports/Pages/changing-the-culture-final-report.aspx
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Having an understanding that certain groups of students are more likely to be at risk 
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Religious groups

Over the last three years, antisemitic or Islamophobic incidents were reported to 26 
UK universities.67 

In 2017, 1,382 antisemitic incidents were recorded nationwide by the Community 
Security Trust the highest tally the Trust has seen since it began gathering such 
data in 1984.68 As with the national hate crime statistics, it is not possible to know 
if a similar increase has occurred in the number of incidents reported in higher 
education. However, there is increasing interest in the media around incidents of 
harassment happening on university campuses that are based on the grounds of 
religion.69  

https://www.independent.co.uk/news/education/education-news/racism-uk-university-students-campus-nus-incidents-a8390241.html
https://www.independent.co.uk/news/education/education-news/racism-uk-university-students-campus-nus-incidents-a8390241.html
https://www.theguardian.com/society/2018/feb/01/antisemitic-incidents-in-uk-at-all-time-high
https://www.theguardian.com/society/2018/feb/01/antisemitic-incidents-in-uk-at-all-time-high
https://www.theguardian.com/education/2017/feb/18/uk-universities-urged-tackle-rising-tide-antisemitism-campus
https://www.theguardian.com/education/2017/feb/18/uk-universities-urged-tackle-rising-tide-antisemitism-campus
https://www.independent.co.uk/news/education/education-news/racism-uk-university-students-campus-nus-incidents-a8390241.html
https://www.independent.co.uk/news/education/education-news/racism-uk-university-students-campus-nus-incidents-a8390241.html
https://www.criticalmuslim.io/is-islam-a-race/










https://www.womensaid.org.uk/information-support/what-is-domestic-abuse/how-common-is-domestic-abuse/
https://www.womensaid.org.uk/information-support/what-is-domestic-abuse/how-common-is-domestic-abuse/
https://www.bbc.co.uk/news/uk-england-44411754
https://www.bbc.co.uk/news/uk-england-44411754
https://www.gov.uk/government/news/new-law-to-tackle-revenge-porn


https://paladinservice.co.uk/
https://www.cps.gov.uk/legal-guidance/stalking-and-harassment
https://www.womensaid.org.uk/information-support/what-is-domestic-abuse/how-common-is-domestic-abuse/
https://www.womensaid.org.uk/information-support/what-is-domestic-abuse/how-common-is-domestic-abuse/


http://www.cps.gov.uk/legal/s_to_u/stalking_and_harassment/#a05a8






28

Tackling online harassment and promoting online welfare: literature review  

prosecuted, inappropriate online behaviour can impact a person’s career prospects, as 
more employers are checking the social media content of potential employees before 
hiring them.133, 134

The University of Exeter Law School have produced a guide for Exeter Law students 
on how to use social media responsibly and a useful social media policy135 to support 
its students to be better equipped to present themselves in a professional way online. 
This is available in the Case studies report which accompanies this review and the 
Online Guidance.

EXISTING PRACTICE AND ‘WHAT WORKS’

Many researchers report that attempts to define the lines between online fun and 



https://www.childnet.com/our-projects/cyberbullying-guidance-and-practical-toolkit
https://www.childnet.com/resources/cyberbullying-guidance-for-schools


https://www.childnet.com/our-projects/project-deshame/research
https://www.gov.uk/government/news/new-measures-to-keep-children-safe-online-at-school-and-at-home
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https://www.education-ni.gov.uk/articles/relationships-and-sexuality-education
https://www.gov.scot/publications/respect-national-approach-anti-bullying-scotlands-children-young-people/pages/1/
https://www.gov.scot/publications/respect-national-approach-anti-bullying-scotlands-children-young-people/pages/1/


https://gov.wales/sites/default/files/publications/2018-07/online-safety-action-plan-for-children-and-young-people-in-wales.pdf
https://gov.wales/sites/default/files/publications/2018-07/online-safety-action-plan-for-children-and-young-people-in-wales.pdf
https://hwb.gov.wales/
https://360safe.org.uk/
https://www.gov.scot/news/lgbti-education/
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CONCLUDING REMARKS 

This short review of the research on online harassment demonstrates the importance 
of empowering staff and students through a common understanding of online 
harassment to identify, support and respond to this form of harassment. This is of 
particular importance in higher education due to the increasing normalisation of 
harmful behaviours online resulting in students potentially not being aware of what is 
or is not appropriate behaviour online.  

In terms of who is affected, evidence clearly shows that online harassment is often 
closely linked to discrimination and prejudice185 and takes place in a gendered context 
that produces disproportionately negative outcomes and experiences for women 
and for people from groups with protected characteristics. It is also clear that that 
the issue is not isolated to higher education, but occurs throughout the educational 
lifespan of a student, requiring action at each stage of the education process. Lastly, 
mobilising students to be part of the solution is absolutely key in addressing this 
agenda. 
 
Finally, the review demonstrates that further research is required and that there 
is much more to be done in this area, particularly in evaluating the impact of 
interventions in universities and in sharing ‘what works’ across the sector. In 
the meantime, UUK has drawn on the outcomes from the literature review, our 
roundtable with professional staff, key organisations and academic experts, to 
develop a set of principles and recommendations to support the sector in addressing 
online harassment and to promote online welfare. These are available in UUK’s new 
guidance, Tackling online harassment and promoting online welfare. This is the first 
national resource for universities. 

185 . De Martini A, Shariff S (2016) ‘Cyberbullying and Rape Culture in Universities: Defining the Legal Lines 
between Fun and Intentional Harm’. Cowie H, Myers CA (Eds.) Bullying among University Students pp.172–190

https://www.universitiesuk.ac.uk/policy-and-analysis/reports/Documents/2019/tackling-online-harassment.pdf
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