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Threats and intended outcomes 
It’s important to identify and mitigate potential threats to your 
organisation, staff and research.  

State threats are the most prevalent national security threats, but organisations face 
a range of other risks from state and non-state actors, who may: 

• seek personal financial or social gain through actively hostile and illegal 
actions, such as cyber attacks, or through fraudulent or legally ambiguous 
business proposals and practices 

• seek opportunities to increase their own economic, technological and military 
advantage over other countries 

• seek to deploy their technological and military advantages against their own 
people or cultivate PR opportunities to gloss over systemic human rights 
violations, legal and financial irregularities and adverse publicity 

The nature of threats, and the threat actors themselves, are not static. State and non-
state actors may target and seek to exploit academic institutions and collaborations – 
for example, to transfer or steal information and intellectual property. Cyber attacks 
are just one method. Physical access to research sites and personnel offered by 
academic collaboration are also effective in obtaining and transferring or 
compromising research and expertise. 

Research and expertise can be accessed and transferred through academic 
institutions, state-linked entities, and private companies and individuals. Failure to 
protect research, data and staff can result in financial and reputational damage to 
your organisation and staff and damage to the integrity of your research. It may even 
compromise national security.  

By taking these issues seriously, universities can help to: 

• protect their people and campuses 
• protect their reputation and values 
• protect their research and partnerships 
• protect trust in UK higher education 
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Implementing the guidelines 
To manage risks effectively, universities must have sound 
governance, with clear leadership and robust processes in place 
to identify, evaluate and mitigate risk.  

This is not unique to security-related risks, and universities will already have such 
systems and processes in place. However, the novel and evolving nature of security-
related risks does mean that these require special attention.  

Universities will ensure there is senior-level visibility and accountability of the security 
of international collaborations and partnerships. They should also adopt a risk-
management approach, and create a culture of security-mindedness. Universities 
should also promote a culture of awareness and communicate and reinforce 
individual and collective responsibilities.  

The response to security-related challenges should be periodically reviewed so that 
the university’s policies and processes evolve as necessary to cope with 
current threats.  

Suggested first steps  

1. Appoint a member of your senior leadership team to take responsibility of 
security-related matters.  
 

2. Review the three major pieces of guidance outlined in this briefing, and any other 
relevant guidance.  

 
3. Assemble a team of stakeholders across your institution that have expertise in the 

recommended areas.  

• This may include, but not be limited to, the following teams: 
- research 
- international 
- recruitment 
- management and support 
- recruitment and student support 
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• It may also include professional services, such as the following teams:  
- IT 
- estates 
- HR 
- finance 
- operations 
- teaching 
- legal 
 

4. Review existing related processes and identify a list of recommended actions, 
with proposed leads and timescales, that you can turn into a project plan and 
present to your executive and/or board.  
 

5. Set out an action plan with clearly defined senior responsibility owners and 
reporting. Examples of actions universities have taken include, but are not 
limited to: 

https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
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Case study 2: Imperial College London 

Our current approach at Imperial is to build on our well-established principles of 
academic rigour and integrity.  

We aim to implement a culture of security-mindedness by cultivating an attentive 
and responsible community. Our research community and decision makers should be 
well-informed, enabling them to identify risk in collaborative work and the possible 
downsides to certain opportunities.  

We’re actively raising awareness of security-related issues and the legislative 
backdrop through an ongoing series of seminars and forums with academic 
departments and faculty committees. Alongside this, we have robust processes for 
legal compliance. In particular, we have dedicated resources for developing and 
managing export licensing, and triage procedures to meet the requirements of the 
National Security and Investment Act.   

Knowledge is fundamental to all of this, and organisationally, Imperial takes a critical 
view of: 

• Who: How well do we know them? What is their standing at law? Are they 
aligned to our values?  

• What: What are we doing? Are there sensitivities to the activity? Is anything 
subject to control? 

• Where: Where is the activity being conducted? Are any sensitive, or 
embargoed destinations involved? Are exports taking place? 

We’ve established processes for due diligence. More recently, this includes additional 
scrutiny processes for interactions or activities deemed to be sensitive. The process 
allows for review of evidence by a committee, and the committee may advise 
conditions for continuation, suspension or even termination of the proposed activity. 
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Case study 3: University of Manchester 

Over the last few years at the University of Manchester we have, like other research 

https://www.manchester.ac.uk/
https://www.qualtrics.manchester.ac.uk/jfe/form/SV_dnSTO9rUqEfqjhc
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This should help universities to: 

• understand the UK’s legal frameworks and those of partners and/or the countries 
in which they operate 

• understand the democratic and ethical values of the country that a partner is 
based in and where these might differ from the UK 

• manage any conflicts of interest and changes to circumstances 
• segregate between physical and online research programmes 
• 
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https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/national-security-and-investment-act
https://www.cpni.gov.uk/system/files/Trusted%20Research%20Checklist%20for%20Academia.pdf
https://www.cpni.gov.uk/system/files/Trusted%20Research%20Guidance%20for%20Senior%20Leaders.pdf
https://www.cpni.gov.uk/system/files/Countries%20and%20Conferences%20Guide.pdf
https://www.cpni.gov.uk/system/files/Trusted%20Research%20Implementation%20Guide.pdf
https://www.cpni.gov.uk/cpni-response-current-situation-ukraine-0
https://www.ukri.org/about-us/policies-standards-and-data/good-research-resource-hub/trusted-research-and-innovation/
https://www.ukri.org/wp-content/uploads/2021/11/UKRI-191121-TrustedResearchInnovation-QandA.pdf
https://heeca.org.uk/
https://www.wiltonpark.org.uk/wp-content/uploads/2021/11/WP1999-Report.pdf
https://www.gov.uk/government/news/dedicated-government-team-to-protect-researchers-work-from-hostile-activity
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RCAT advisers also ask questions about how a university currently manages 
international research risks. The responses to these questions are not being used to 
judge institutions or to audit them on their current practices. They will be used to 
build an idea of how risk is being managed across the sector, so that best and 
effective practices can be identified and shared. All engagement with the RCAT is on a 
non-mandatory basis and the RCAT has no regulatory role.
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